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ABOUT THE UCF www.UberCrypt.com

The UberCrypt Framework is more than just a symmetric key
stream cipher, it is a cryptographic framework with unique and
dynamic properties. The benefits of which result in an
unparalleled combination of security, speed and flexibility. It is
an “enabling technology for data security.”

(US Patents: 8767954 & 9118481)
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https://pdfpiw.uspto.gov/.piw?PageNum=0&docid=08767954&IDKey=C649D8FD86DF%0D%0A&HomeUrl=http%3A%2F%2Fpatft.uspto.gov%2Fnetacgi%2Fnph-Parser%3FSect1%3DPTO2%2526Sect2%3DHITOFF%2526p%3D1%2526u%3D%25252Fnetahtml%25252FPTO%25252Fsearch-bool.html%2526r%3D1%2526f%3DG%2526l%3D50%2526co1%3DAND%2526d%3DPTXT%2526s1%3D8767954.PN.%2526OS%3DPN%2F8767954%2526RS%3DPN%2F8767954
https://pdfpiw.uspto.gov/.piw?PageNum=0&docid=09118481&IDKey=37B02A8960AB%0D%0A&HomeUrl=http%3A%2F%2Fpatft.uspto.gov%2Fnetacgi%2Fnph-Parser%3FSect1%3DPTO2%2526Sect2%3DHITOFF%2526p%3D1%2526u%3D%25252Fnetahtml%25252FPTO%25252Fsearch-bool.html%2526r%3D1%2526f%3DG%2526l%3D50%2526co1%3DAND%2526d%3DPTXT%2526s1%3D9118481.PN.%2526OS%3DPN%2F9118481%2526RS%3DPN%2F9118481
http://www.ubercrypt.com/

THE UBERCRYPT FRAMEWORK

Symmetric Key Stream Cipher:
Encrypt/Decrypt data at speeds in excess of 3Gbps in software, even faster on silicon. Supports
<\ S bit-granular encryption key strengths ranging from ~250 to ~3000 bits (or more). Speed is
Q,?‘ o’ independent of key strength. Multiple distributed key architecture. Built on 3D geometry, allows
\3 for a virtual infinity of geometries.

N\w\ Math at: International Assoc of Cryptologic Research (IACR): http://eprint.iacr.org/2014/894

Security, Speed, Flexibility, Customization:
Q Elastic key strength makes brute force attack on keys orders of magnitude harder than
oV’ something like AES. Same speed at any strength amplifies this benefit. Distributed,

R ¢ “mass customization” of data encryption possible —imagine every person or device having
) their own cryptosystem.

A Secure communications (particularly video-conferencing). Streaming media.
ch 05@‘? Digital Rights Management. Very Large Databases/Files (byte level
decryption). Crypto currency/blockchain. Random number generation for
simulations and other applications. Many more...

1 Future-Proof Security is Quantum Resistant. Possibly the first
symmetric and asymmetric key system. Digital signing. Three-Party
Encryption. More...
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user/admin selected keys makes theft attacks virtually impossible. Infinite geometries makes


http://eprint.iacr.org/2014/894

& UberCrypt

Keys  Exit

| wart to:

@ Enaypt [ Spit-Zipper .
O Decrypt [ Block Cipher

Holger1 ~ ‘ [ Check this box if this is a
"ad-hoc" encryption

Input Filename: |C.\UC Demo“GSM jpg ‘

Qutput Filename: |C.\UC Demo“GSM jpg.uc ‘

Extended Authentication Factors (optional).

Password adf09afakflg “"Linked" Filename: |C \Users\JCh\areHa\Desktou\lMG_3£|

Hardware EAF: |BIOS serial number

~| [sccatzsnem |

Hardware EAF: [ v] ‘ |

Hardware EAF: | ~ ‘ ‘ |

Additional Options

Full Diagnostic Output  Output Filename: |C “UsershJChiarella‘\Desktopwclog txt |

Length of OTP to output (bytes): (10240

4 "C:AUCDemo’GSM jpg" -0 "C:A\UCDemo\GSM jpg.uc” -&f "C:\Users\JChiarella\Desktop \IMG_3378.JPG" -eaf Beffab7l6d A
UberCrypt UC version 2.2.3.050 - 05.Nowvember. 2019 (Windows 84bit dynamic wersion)

Includes MPIR Library version 2.7.2 - used under LGPL v3 license. See mpir.org for more details

(c) Copyright 2012-2019 - Colloid, LLC. All Rights Reserved

US Patents #8767954, #9118481.

uc.exe 4 C\UCDemoYGSM jpg -o CAUCDemo G SM jpg.uc f C:\UsershJChiarella'DesktoptMG_3378.JPG eaf Beffab706
=>Performance Measures:

+ Framework intialized in 0.040834 seconds

<= Stack assembled in 0.151065 seconds

++ Opened files in 0.002481 seconds

++ Wrote output header in 0.000130 seconds

++ Encryption {RAW}tlme 0.070606 seconds

zbits
++ Encrypt and write data: 0.093545 seconds
++ Encryption speed: 178.518863 megabytes

= Encyption spesd. 1428.150307 megabils _

++ Closed files in 0.000150 seconds

Wovesber.281% (Windows 64bit dynamic vers

Status: Done

{c) Copyright 2812-2619 - Col
Vs Patents #3767954, 49118481,

Rights Reserved

Vsage 1s:

For ancrypt -
uc -1 in-file -o out-file [-p password] [-ef enc-file] [-eaf val] [-sz]
for decrypt =
uc -x -1 inpu

t-file] [-p password] [-ef encode-file] [-eaf val) [-5

for key file creatic
Uk sk secrathey-file (-r1f 8.x] [-xsF 9.x] [-itr 1-9)

uhere:

out-file or original filenane

If using -x this
1 filenane.

-5k secretkey
Generate with -mk -sk filet
P passward
Passward to use for encrypting/decrypting.

Bb[1-4,
Block cipher mod sult is 4 if only -b specified)
of enc-file
Addits encode as part of encryptien.
eaf [sha2s|str
Specify SkAZ ing or a text string to hash that will
be included t of encryption

e output file in two files with
pecify the base file
ile and conbine then.

nl min max

Sat the min/max for MIRP lengths (default is 906/2080)

cnh Do not creste/check SHA-256 hash of file

Sfh Creata/chack S4-256 hash of entire file (default is first 3zkb)
dF [ck-bytes]

full disgnostics (valid for sll including encrypt/decrypt)
Defaul ytes is 10240 (or 16kb)
f -ckb i5 not used the max ck-

1 is 16kb.
-ckb File
Dump entire key stresm to binary file instesd of stdout

vses under LGPL v3 license. See mpir.org for more detalls.

[-sk secretkey-File

2] [-sk secretkey-file]

REAL, NOT IMAGINARY

NIST STS PROVEN

Billions of tests using NIST’s Statistical Testing Suite (STS) measuring quality of
cipher key stream. Scored higher on random data generation than the
guantum photonic generator at the Australian National University.

SOFTWARE

Runs on Windows, Linux, OSX. (Native C/C++)
Will port to silicon and mobile.
Stable, extensively tested, zero failures.

API-ENABLED

Easily integrated into other applications via API
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MEET THE TEAM

Joe Chiarella

Serial Tech Entrepreneur

Seven companies
Two 8-digit exits on two cyber-security
software companies
(PP to CA and XPL to AVG)

Strong experience with business,
product strategy & management.
Experience with “big data” and

analytics. Experienced with M&A.

www.Linkedin.com/in/josephchiarella

www.JoeChiarella.com

Greg Mosher

Software Engineering Executive

Five companies
Two 8-digit exits on two cyber-
security software companies
(PP to CA and XPL to AVG)

Led large engineering organization of
200+ distributed globally.
Experienced with M&A.

www.linkedin.com/in/gregamosher

The UberCrypt Framework — A Lean Briefing


https://www.joechiarella.com/
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FRAMEWORK

SUMMARY

The UberCrypt Framework is a data security enabling
technology. It is particularly well-suited to high-volume, high-
speed, low-latency data security demands ranging from
commercial to national defense and even orbital platforms.
Unique properties make it dynamic and customizable.

www.UberCrypt.com

Patents and software are available for (exclusive or non-
exclusive) license or purchase.

Contact:

Joe Chiarella
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https://ubercrypt.com/contact.asp
http://www.ubercrypt.com/
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